1. [bookmark: _GoBack]Submission requirements
1.1. Target Security Definitions
1.1.1. Definitely want proposals for IND-CCA2 encryption and EUF-CMA signature
1.1.2.  Do we want to consider other target security definitions (e.g. CK for IAKE)?
1.1.3.  Note that we are not requiring security proofs
1.2. Parameter sets
1.2.1.  Target security levels (eg. 128 bits classical security/ 64, 80, 96, 128 bits quantum security)
1.2.1.1. How many security levels do we want?
1.2.1.2. Since submissions will likely call our block ciphers and hash functions, do we want to explicitly give security levels for quantum collision resistance, preimage resistance, key security etc. of approved block ciphers and hash functions?	Comment by Perlner, Ray: FWIW I would rate quantum collision resistance for SHA256 at 80 bits and for SHA384 at 128 bits of security. 

(This is actually based on the classical algorithms, since they parallelize better than would be expected for a quantum algorithm. See http://cr.yp.to/hash/collisioncost-20090517.pdf )
1.3. Specification/Code
1.3.1. How specific do we want to be about API?
1.3.1.1. Calling approved symmetric primitives (probably want to specify that inputs and outputs of block ciphers and hash functions should be byte strings.)
1.3.1.2. Random values – Do we want submitters to treat these as explicit inputs?
1.3.2. Ask submitters to provide test suites, to check that the code runs correctly?
1.3.3. Optionally, ask for constant-time implementations, for resistance to side-channel attacks?
1.4. Patent Statements
2. Evaluation Criteria
2.1. Performance metrics
2.1.1. Key sizes
2.1.2. Time to perform operations: key gen, encrypt, decrypt, sign, verify, etc.
2.2. Quantum/Classical algorithm complexity definition
2.2.1. How do we deal with parallelism?	Comment by Perlner, Ray: I propose the following definition of s bits of quantum resistance: 

An attacker doing parallel processing on p*128 qubits requires serial time complexity greater than or equal to 2^s/ sqrt(p) AES operations for any p.

We might want to express some flexibility regarding ignoring absurdly parallel or absurdly serial attacks (e.g. attacks where either  time depth or number of qubits exceeds 2^100)
2.2.2. How about attacks on multiple keys (e.g. the Logjam attack, getting many DH keys for the price of one, or attacks against unsalted hashed password files)?
2.2.3. How many chosen ciphertext queries should we realistically be worried about?
2.3. Things that are harder to measure but improve confidence
2.3.1. Security Proofs
2.3.2. Stability of best-known-attack complexity
2.3.3. Quantity of prior cryptanalysis (discourage submitters from revising their proposals while under evaluation)
2.4. Practical deployment
2.4.1. Ease of implementation (e.g., setting parameters, not leaking information through side channels)
2.4.2. Ease of use (e.g., is it a drop-in replacement, does it fit nicely into existing protocols)
2.4.3. Misuse-resistance (e.g., does it let you shoot yourself in the foot by accident)
3. Standards Development Process
3.1. Timeline?
3.1.1. This is the first round of an ongoing process, not a one-time deal
3.1.2. Selection based on public consensus, not a competition
